Certification of MEDLOG Software

 

MEDLOG is a product of Information Analysis Corporation. It was first sold in 1984. The product was derived from a mainframe software project from Stanford University called Time Oriented Databank. The product was originally DOS, but since 1996, all developments are for the Microsoft Windows System. 

As additions and improvements are made to the MEDLOG system, testing and evaluation is performed to insure that performance meets the published specifications and the numerical results are accurate.

Reliability and accuracy are achieved by several steps.

· All computational algorithms are taken from published sources and are in wide usage. These include algorithms from the ACM publications, the IBM Scientific Subroutine Package, and similar sources. All algorithms were reviewed by IAC's statistician who holds a doctorate degree in statistics. 

· All computations are compared with similar or identical computations in BMDP, or SAS. Test data is frequently supplied in the documentation for these systems. The results (p-values, correlation coefficients, etc.) must agree to at least three significant digits. 

· All internal computation is performed in double precision arithmetic. This reduces round-off errors. Furthermore, techniques such as Gollub's algorithm for the arithmetic mean are employed to reduce round-off. 

· Written documentation is maintained for all changes, fixes or additions to the programs. All changes are reviewed (delta-change listings), and then module and system tests are preformed. 

· All programs are tested in-house using a standard databank (VAL databank). Each component of MEDLOG is tested in a typical work environment. This includes databank definition, data entry, data retrieval, reporting and analysis. 

· Before a new release is sent to customers, the entire system is tested by customer volunteers (beta-test). 

· The release criteria is that zero problems exist. If any problems are reported, corrections are sent to all sites. Usually such corrections are for cosmetic or operational changes, not errors which would involve outcomes. 

MEDLOG provides customers greater operational reliability since all data paths are within one system. Problems involving interfaces, data representation differences and programming errors are eliminated. Responsibility for accuracy and data integrity are contained in one system. Missing values are handled in a consistent manner and follow the same rules as in the SAS system.

MEDLOG readily interfaces with other statistical packages, most notably SAS, BMDP and SPSS. Data analysis results are often compared with results from these systems.

MEDLOG is year 2000 compliant, and this applies to data archived as far back as 1986. All stored date values are complete with the correct century.

Of course, no amount of testing can guarantee that a problem will not occur under unusual circumstances. Customers operate with many types of hardware, different versions of Windows and with various local area networks. Extensive field use, such as MEDLOG receives continually, is one of the best assurances of proper operation. The MEDLOG software maintenance policy assures that problems are resolved quickly and sent to all customers, regardless of the source of the problem.

It is said that the best predictor for the number of bugs remaining in a software system is the number of bugs recently found. MEDLOG has been in use for more than ten years. During the past ten years very few changes have been made to the logical portions of MEDLOG. No errors were reported which involved statistical computation. 

Most people know human error is more likely than computer error when it comes to analysis and computation. Errors in the definition of data, errors in coding, errors in retrieval specification are more likely to result in incorrect conclusions than round-off or computational algorithm errors. MEDLOG minimizes human errors by extensive use of multiple choice menus, by careful documentation of the system and by offering expert assistance to its customers.

This writing addresses the reliability of MEDLOG itself, however, it should also be remembered that MEDLOG provides many means for users to verify the correctness of data and keep track of changes or additions. These tools include double entry verification, audit trails and a comprehensive missing value tracking system. Easy-to-use data listing programs and graphical displays contribute to the ``cleanliness'' of the data.

As clearly stated in the MEDLOG License Agreement, IAC agrees to fix any errors promptly. That is the limit of our legal responsibility. It is company policy to release portions of the source software to any customer who has a legitimate use for such. This would include any computational algorithm or programming section which the customer may wish to examine or test in isolation. Currently the source is written in the C language (using a Microsoft compiler) and the Delphi language (using a Borland compiler). Other products incorporated in MEDLOG are the Borland Database Engine and the Quinn-Curtis graphics package. Users are expected to be able to export data to the Excel program too.

FDA Guidelines address several specifics applicable to MEDLOG. In particular, MEDLOG complies with data entry specifications with the exception that operator initials are used instead of full names. A table of full names to match the initials can be made part of the study documentation. Also, a multiple passwords may be used with each study. Each password may have specific privileges associated with it. For example one password might be used only for data entry. Security features include a record of failed login attempts and an expiration period for passwords. The audit trail guidelines are entirely fulfilled. An audit trail of changes to the definitions (called the dictionary in MEDLOG) is also available.

Since MEDLOG is an off-the-self product the user responsibility for system stability and dependability is shared with the vendor (IAC). All changes to MEDLOG software are recorded in a change library. A user oriented summary of the changes of the past quarter is made part of the MEDLOG help system. MEDLOG functionality is described in the manual and in such additional documentation as may be published or posted on the web site. Questions regarding other parts of the FDA Guidelines may be directed to IAC by telephone (775.832.4442) or email (medlog@medlogsystems.com). Customers should check the web site (www.medlogsystems.com) for notices of changes or alerts to problems with related software such as networks or operating systems.
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Version Control in MEDLOG and Software Security

 

FDA guidelines mandate that steps be taken to validate data which is presented in support of a new drug or device application. Changes of software may necessitate additional validation, therefore this statement describes the steps taken to track all changes in MEDLOG software and provide any explanations which a customer may need.

MELOG is comprised of two functional parts: the user interface and the engine. The user interface is written in Delphi, a product of Borland (now called Impress). The engine is written in Microsoft C++. Because most changes affect only the user interface, there is little likelihood that changes to one MEDLOG program (the system is comprised of over 50 "programs") will affect the performance of another part. Changes to shared parts of the engine are given extensive tests because these could have systemic effects. 

All MEDLOG source is stored in a version control library system called TLIB. The library insures that two programmers will not be able to manipulate the source at the same time. It also keeps track of all modifications by date and programmer. A comment is entered into the library system for any change.

Summary comments regarding changes and additions to MEDLOG are made part of the system itself (see the About menu item on the main window). Additionally, a copy of these comments is available on the web site in the download area. Comments describe the parts of MEDLOG which would be affected by the change.

The current policy is to change the version number of MEDLOG whenever a significant addition or change has been made to the system. The version number is comprised of the year of the version and the month it was released. Users are able to download each version from the web site, or wait until an appropriate time to make a software update. Customers engaged in clinical trials are encouraged to download to diskettes and to archive the diskettes in case any problems should necessitate reverting to an earlier version. Such archived versions could also be useful in any final validation process. 

Version changes in MEDLOG do not change the stored data belonging to a databank. Therefore updating MEDLOG from version 2006-11 to 2008-2, for example, will not change any data which has been collected. If the version were subsequently changed back to 2006-11, nothing would have changed. 

If software changes require a change to the study data (the last such change was in 1994), customers will be given the required data conversion software and advised of any validation steps needed.

Written records are maintained for all software changes, regardless of scope. Each change is individually reviewed, tested and approved by management, prior to incorporation into MEDLOG.

Physical security is maintained on all software development and storage. All machines used for development and source maintenance are isolated from networks, including any internet connection. 

Should any customer need additional information concerning MEDLOG software changes, these are available via the library control comments. The actual programming source corresponding to any version of MEDLOG is available for customer inspection upon request.

