Guidelines of the Food and Drug Administration for electronic records ( 21 CRF Part 11) have been recently revised.  In order that MEDLOG comply to the details of these revisions, a few changes and additions have been made to MEDLOG’s security features.  These features are in version 2004-6 and later versions of MEDLOG.  They are set in Databank Options, after a databank in established.  You do not need to enable the new features unless you elect to do so.

Passwords:

Passwords may now have an expiration period which may by set from 1 to 999 days.  A warning will be given if a password is used within two days of its expiration.  After expiration, it will not work.  If the master password expires, it will continue to work - otherwise there would be no way to change passwords or reset the expiration periods.

Timeout:

Another security measure is to set a timeout value which will disable MEDLOG if there is no computer activity for a given number of minutes.  Any activity which involves operator intervention, whether in MEDLOG or another application, will reset the clock.   The minimum timeout is 5 minutes, but a value of  60 would be more reasonable.  Two minutes before the timeout, a message will appear, giving you a chance to show some activity.  After the timeout occurs, the MEDOG system will be put into a sleep state and must be restarted in order to do anything.

Failed attempts to access a databank:

The last change to the security system involves the audit trail of databank accesses.  This feature, if enabled, will record the date-time and user initials of anyone who logs into the databank. The file (access.med) is contained in the root folder of the databank.  This is now changed to include any unsuccessful attempts to access a databank which is password protected.  The word “failed” will appear next to the log entry for any unsuccessful attempts.

In the situation where many databanks have the same security administrator, the log of unsuccessful attempts to access any databank can be consolidated into a single file.  This file named noaccess.med is located in the root folder of the MEDLOG system (containing the file medlog2k.exe).  The file must be created manually (an empty NotePad file will do).  If it exists, the unsuccessful logins will be recorded there and not in the access.med files.

